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Synopsis

Information fabrication is not new. As Guardian columnist Natalie Nougayrede has
observed: “The use of propaganda is ancient, but never before has there been the
technology to so effectively disseminate it”.' So, it is important to understand the
historical context when examining and reporting on contemporary manifestations of

what has been termed a 21*-century ‘information disorder”.

Misinformation, disinformation and propaganda have been features of human
communication since at least the Roman times when Antony met Cleopatra. Octavian
waged a propaganda campaign against Antony that was designed to smear his reputation.
This took the form of “short, sharp slogans written upon coins in the style of archaic
Tweets.” These slogans painted Antony as a womaniser and a drunk, implying he had
become Cleopatra’s puppet, having been corrupted by his affair with her. Octavian became
Augustus, the first Roman Emperor and “fake news had allowed Octavian to hack the
republican system once and for all.

The invention of the Gutenberg printing press in 1493 dramatically amplified the
dissemination of disinformation and misinformation, and it ultimately delivered the
first-large scale news hoax — ‘The Great Moon Hoax' of 1835°. The New York Sun published six
articles about the discovery of life on the moon, complete with illustrations of humanoid
bat-creatures and bearded blue unicorns. Conflicts, regime change, and catastrophes then
became markers for the dissemination of disinformation.

As one-to-many communications developed in the 20" century, especially with the
advent of radio and television, satirical news evolved, sometimes being mistaken as the
real thing in news consumers’ minds. Finally, as this guide illustrates, the arrival of the
internetin the late 20t century, followed by social media in the 215t century, dramatically
multiplied the risks of misinformation, disinformation, propaganda and hoaxes. Both
errors and fraudulent content now go viral through peer-to-peer distribution (many-
to-many communication)®, while news satire is regularly misunderstood and re-
shared as straight news by unwitting social media users’. We now inhabit a world with
computational propaganda, state-sponsored ‘sock-puppet networks’, troll armies®,
and technology that can mimic legitimate news websites and seamlessly manipulate
audio and video to create synthetic representations of any number of sources. In this
environment, where trust becomes polarised around what“news" aligns with their views,
many news consumers feel entitled to choose or create their own ‘facts. Combined, these
developments present an unprecedented threat level that can drown out journalism, as
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well as contaminate it with the implication that there is nothing to distinguish it from
false and fraudulent information more broadly.

This learning module designed to be used by journalists, journalism trainers and educators
(along with their students) provides historical context for the analysis of the 21t century ‘fake
news' crisis. Relevant case studies and a timeline are designed to better inform users about
the causes and consequences of ‘information disorder'— from harassment of journalists
by ‘troll armies’ to the manipulation of elections and diplomatic crises. While news media
have historically been caught up in disinformation and misinformation, including through
news hoaxes, this is not regarded as legitimate in the dominant contemporary paradigm
across different news media. This explains in part why contemporary manifestations of
disinformation and misinformation are mainly evident in social media systems — with grave
risks to authentic journalism and to open societies more broadly.

The current crisis includes the ‘weaponisation’ of information by many governments, as
well as abuse by an industry of public relations companies often under contract to political
entities and actors. This risks an‘arms race’ of disinformation efforts, which is arguably a
recipe for mutually assured contamination of information environments in general as well
as high potential blowback. Where disinformation campaigns have been exposed, the
result has been major damage to the actors involved — both the implementing agencies
and their political clients (see the cases of Bell-Pottinger and Cambridge Analytica below).

Propaganda, hoaxes and satire as historical features of the communications ecology

A selected timeline of ‘Information Disorder’ through the ages °

£ Circa 44 BC - Mark Antony smear campaign
Octavian's propaganda campaign against Antony deployed Twitter-worthy slogans
etched onto coins to smear Antony’s reputation.

#9 Circa 1450 - Gutenberg printing press invented
Invented facts’ took off at the same time that news began to circulate widely in Europe,
enabled by the printing press'®

£ 1835 - The Great Moon Hoax
The New York Sun published six articles about the discovery of (non-existent) life on the
moon, claiming to recount the findings of astronomer Sir John Herschel."

1 1899-1902 - The Boer War
Propaganda perpetuated “the Boer” stereotype during this conflict in South Africa.
It was popularised by the British Army to sway British public opinion to support an
unpopular war.”

9 Note: This timeline is intended as a skeleton only and it is limited by the comparative lack of examples originally produced in languages
other than English. However, journalism educators and instructors are actively encouraged to augment this timeline with examples
from their own regions and in their own language to ensure it reflects participants’ experiences
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£ 1914-1918 - World War |
Propaganda played a crucial part in the recruitment effort, appealing to nationalism
and patriotism: “Your country needs YOU";"Daddy, what did YOU do in the Great War?™

£9) 1917 - The German corpse factory

British propaganda focused on demonising enemy Germans during World War I. In
1917, The Times and The Daily Mail printed articles claiming that due to a fat shortage in
Germany, resulting from the British naval blockade, the German forces were using the
corpses of their own soldiers to boil down for fats, bone meal, and pig food. This had
implications during World War Il, when early reports of Holocaust atrocities emerged.
The disinformation contained within news stories in 1917 is said to have caused the
accurate reports of Nazi atrocities to be doubted when they first appeared™

£ 1917 - The Russian Revolution
Russian Revolution-era propaganda emerges; one strategy involved using the Russian
rail network to target‘large audiences’ with catchy slogans and punchy colour.”

£9) 1933 - Reich Ministry of Public Enlightenment and Propaganda established
With the rise of Nazism, Joseph Goebbels established the Reich Ministry of Public
Enlightenment and Propaganda to spread Nazi messages of hatred-inciting violence
against Jews, using all mediums - including theatre and the press. “Nazi propaganda
was...essential to motivating those who implemented the mass murder of the European
Jews and of other victims of the Nazi regime. It also served to secure the acquiescence of

millions of others—as bystanders —to racially targeted persecution and mass murder."

£9 1938 - War of the Worlds radio drama
The War of the Worlds radio drama in the USA fooled many unwitting listeners into
believing that Earth was being attacked, foreshadowing 21st-century responses to news
satire.”No one involved with War of the Worlds expected to deceive any listeners, because
they all found the story too silly and improbable to ever be taken seriously.””

£ 1939-1945 - World War I
Edward Herzstein, in his book The War that Hitler Won (1978), described the Nazi
propaganda campaign as “the most infamous propaganda campaign in history"® The
Nazis demonised and persecuted Jews so effectively that atrocities were committed
with popular support and Holocaust denialism continues in the 215t century.

4 1955-75 - The Vietnam War
U.S. briefings on the war staged at the end of every day at a Saigon hotel were dubbed
“Five O'clock Follies"." The US propaganda campaign, sometimes called the"Optimism
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Campaign™®, employed the ‘'domino theory’ as a fear tactic to suppress opposition to
the war” - if one country came under communist influence or control, its neighbouring
countries would soon follow.

£ 1965 - 30th September Movement, Indonesia
Members of Indonesia’s armed forces assassinated six high-ranking Indonesian Army
generals. The head of the army'’s strategic military reserve command, General Suharto,
accused the Communist Party of the coup attempt and took over as the military’s de
facto leader. In the months that followed, Suharto’s forces executed at least half a
million people for association with communism. Suharto’s military dictatorship“made
wildly inaccurate anti-communist propaganda a cornerstone of its legitimacy and ruled

n 22

Indonesia with US support until 1988".

£ 1947-1991 - The Cold War
During this period, international broadcasting was harnessed to influence populations
to take sides. 2%

9 1972-1990s - South Africa’s propaganda war
South Africa’s apartheid government sponsored a sophisticated, secret, global
propaganda and lobbying campaign to win support for, and counter opposition against,
its apartheid policies. It targeted key opinion formers in Western capitals and was
spearheaded by government minister Eschel Rhoodie. The campaign was exposed by
local investigative reporters in the late 1970s but continued into the early 1990s.%

£ 1983 - April Fools interview
The Associated Press reporter Fred Bayles interviewed pop culture historian and Boston
University Professor Joseph Boskin, who tried to tell him the origins of April Fools were
murky. Bayles kept pushing, so Boskin“created a story” about a jester who became king.
Boskin expected Bayles would catch on, but the story was published — the news hoax
succeeded.®®

9 1996 - The Daily Show begins
The news satire and self-described fake news' TV programme kicked off in the USA,
giving way to the rise of satirical news as a genre that became“some sort of corrective
to, and substitute for, mainstream journalism”.

£9) 1998 - The Onion begins publishing online
The USA-based news satire website started publishing online, with many of its stories
later mistakenly taken as fact, as “fake news takes over Facebook feeds”.?® In 2012, it
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published the story ‘Kim Jong-Un Named The Onion’s Sexiest Man Alive For 2012". The
Chinese Communist Party’s People’s Daily fell for it and reported on his new title,* as
did the Korean Times.?° #NotTheOnion became a commonly used hashtag to denote
accurate stories that were parody-worthy.

- ff 2003-201 - The Iraq War

* In the run-up to the 2003 US-led coalition invasion of Iraqg, as part of the post-9/m
‘War on Terror’, The New York Times published a series of articles including an account
in 2001 that was “never independently verified” of a camp where“biological weapons
were produced”. Reporter Judith Miller’s articles containing misinformation about
weapons of mass destruction® are said to be among those that had “the greatest
consequences for America” and were cited by Bush administration officials as one
of the reasons to go to war with Irag®. It has been argued that The New York Times
“presented the notion of Iragi weapons of mass destruction as fact”.>* This episode
became known as ‘Weapons of Mass Distraction’. Debate continues about the
newspaper’s predisposition at the time to believe its sources without sufficient due
diligence and thereby open itself up to manipulation by purveyors of disinformation.

* A former Iraqi diplomat, Muhammed Saeed al-Sahhaf, was Saddam Hussein'’s
Information Minister during the war. His propaganda tactics were so colourful that he
was treated like a parody, becoming known as‘Comical Ali'and ‘Baghdad Bob’ among
Western media because of wildly inaccurate claims he made about the conflict. For
example, he was filmed denying US tanks were in Baghdad even as they were seen
rolling across the city behind him while he did a TV interview.3*

I — 1 2004 - The New York Times issues apology over reporting of weapons of mass destruction

“Editors at several levels who should have been challenging reporters and pressing for
more skepticism were perhaps too intent on rushing scoops into the paper. Accounts
of Iragi defectors were not always weighed against their strong desire to have Saddam
Hussein ousted.” This was the reflective critique of The New York Times’ editorial board
about the paper’s coverage of ‘weapons of mass destruction’.“We consider the story of
Iraq's weapons, and of the pattern of misinformation, to be unfinished business. And

we fully intend to continue aggressive reporting aimed at setting the record straight.”*®

— [ 2005 - The Colbert Report begins

The satirical late-night television talk programme headed by a fictional anchorman
began. The“striking emergence” of such shows in the USA has been called a“long-term
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generational phenomenon”3® The show’s impact on politics, along with other‘fake news’
programmes like The Daily Show, goes further than other satirical shows like Saturday Night
Live, by blurring the lines between real and fake coverage, making satire less obvious:
“much of what passes for serious coverage...has become a simulation of reality”.*

2010 - Egyptian State-run newspaper doctors photo of world leaders to place Egypt’s
President front and centre

The newspaper Al-Ahram ‘photoshopped’ a picture of world leaders en-route to the
opening of a session of Middle East peace talks in order to place then Egyptian President
Hosni Mubarak at the front of the pack. In the undoctored image, he was in fact trailing
behind the heads of state of the US, Palestine and Israel. The manipulation was revealed
by an Egyptian blogger.?®

f9) 20m - Syrian Civil War (ongoing)

An information war was waged alongside armed hostilities in Syria as adversaries
spread misinformation via social media and other digital channels in order to discredit
one another. A spokesperson for the International Committee of the Red Cross (ICRC)
in Syria, described an atmosphere of “information chaos”.>® Following incoming US
President Donald Trump's deployment of the term fake news' in 2016, Syrian President
Bashar Assad said “we are living in a fake news era"® in response to 2017 Amnesty
International report* of a “calculated campaign of extrajudicial execution” in a Syrian
prison. The report claimed that between 2011 and 2015 up to 13,000 people opposed to
Assad'’s government were secretly hanged. In April 2017, President Assad said reports of
a chemical attack that killed 89 people were"100 percent fabrications”* He suggested
that photographs showing children who had died in the attack on a rebel-held town
were staged, describing the entire incident as “fabricated” and “unconvincing."?
However, collaborative forensic reporting by The New York Times fact-checked Assad’s
claim that the incident was ‘fabricated’, concluding that the Syrian government had
dropped a chlorine bomb on an apartment building.*

f¥) 2013 - Australian media outlets publish fake press release

In a cautionary tale of the “perils of speed before accuracy,” several media outlets in
Australia published a hoax press release saying the ANZ bank was withdrawing $1.2
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billion in funding from Whitehaven Coal'’s flagship mine project.* The press release
appearing to be from ANZ bank was written by anti-coal campaigner Jonathan Moylan
and directed media to a real executive. Moylan replaced the executive's phone number
with his own.*® Share prices in Whitehaven Coal plunged by 6%, wiping $300 million off
the company’s value.#

£ 2014 - Russia and Ukraine

Reports emerged of the Internet Research Agency (based in St Petersburg)*® as conflict
in Ukraine escalated. Former workers told The Guardian of being “paid to flood forums
and social with anti-Western and pro-Kremlin comments"*® and BuzzFeed cited leaked
documents revealing workloads of “troll armies”. According to these sources, on an
average working day, the hired footsoldiers’ were to post on news articles 5o times.
Each blogger was to maintain six Facebook accounts, publishing at least three posts a
day and discussing the news in groups at least twice a day. By the end of the first month,
they were expected to have won 500 subscribers and get at least five posts on each item
a day. On Twitter, the bloggers were expected to manage ten accounts with up to 2,000
followers and tweet 5o times a day.”® The"Stop Fake™' centre was formed in Ukraine,
(and had spread to more European countries by 2018).

£ 2015 - Egyptian TV anchor portrays video game footage as evidence of Russian action in Syria

ATV news anchor is criticised for airing incorrect information, after he went to air
praising Russian intervention in Syria as superior to US efforts: “Yes, this is the Russian
army, this is Russian weaponry, this is [Vladimir] Putin. Yes, they are countering
terrorism, truly countering it. Now you will see a terrifying video, terrifying.” But the
footage was sourced to a five-year-old YouTube upload from a Russian video game.*

f 2016 - Polls

United States: In the days immediately before and after the US election, “people
shared nearly as much ‘fake news’ as real news on Twitter>* One particular ‘fake news’
story circulating around the time of the election outlined a supposed child abuse-ring
allegedly led by Hillary Clinton, running out of a pizza restaurant called Comet Ping
Pong.>* It led one man to ‘self-investigate' by firing an assault rifle inside the restaurant.>
Additionally, Facebook says an operation, likely based in Russia, spent US $100,000 on
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thousands of U.S. ads on the social network over a two-year period, which included the
election.>® A New York Times investigation, and research from cybersecurity firm FireEye,
said that Russian operators made Facebook and Twitter profiles of “fake Americans” and
used Twitter bots to post“anti-Clinton” messages.*

Brexit: A large-scale analysis of social media in the lead up to Brexit showed that“not
only were there twice as many Brexit supporters on Instagram, but they were also five
times more active than Remain activists® Similar patterns emerged on Twitter. Foreign
accounts were reported to have sent “*hundreds of thousands of pro-leave tweets on
polling day.® ®°

Philippines: Rappler.com deployed investigative journalism to identify and counter
State-sponsored disinformation campaigns following the 2016 Philippines election.®
Their method included ‘big data analysis’, fact-checking and debunking deceptive social
media content,® exposing ‘sock-puppet’ networks. CEO and Editor in Chief Maria Ressa
and many of her staff continue to be subjected to unrelenting online harassment linked
to the State®.

L - ¥ 2016-2017 - Troll farms and ‘fake news’-for-profit

As the US election approached in 2016, international media reports revealed a profitable
troll farm run by teenagers in the small town of Veles in the Former Yugoslav Republic of
Macedonia. It was discovered that over 100 pro-Trump websites pushing fabricated news
were registered in Veles, with one operator earning US$16,000 in the final three months
of the campaign®. The content included viral fake stories about the Pope endorsing
candidate Donald Trump and the imminent indictment’ of Democratic Presidential
hopeful Hillary Clinton. The operators of the fake news sites profited significantly from
automated advertising engines (e.g. Google AdSense) tracking their sensationally false
content. In the final weeks of the election campaign President Obama talked at length
about the“digital gold rush” experienced by Veles' fake news' farm.®

Hyperpartisan ‘news’ sites that deal in misinformation for profit are also prevalent in
the USA. In 2017, a BuzzFeed investigation revealed that confected outrage feeding
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massive Facebook engagement was the basis of the business model of one Florida-
based company that produced false and misleading content targeting both liberals and
conservatives, across a number of websites. Their objective: to“run up their metrics or

advertising revenue "

2016 - Facebook announces it will flag ‘fake news’

After Facebook was accused of facilitating the spread of disinformation,®” CEO Mark
Zuckerberg initially dismissed the idea that fake news’ shared on the site affected the
US election.®® But the company later announced it would collaborate with fact-checkers
to combat ‘fake news’, as well as make it easier to report hoaxes and flag disputed
stories.® In January 2018, Facebook backed away from including news in its ‘newsfeed’
after experiments suggested that its tweaks risked amplifying ‘fake news'.”®

) 2016 - Colombian hacker reveals he interfered with elections across Latin America

Speaking to Newsweek, Andres Sepulveda claimed he was hired to disrupt and influence
the outcomes of presidential elections in Mexico, Nicaragua, Panama, Honduras, El
Salvador, Colombia, Costa Rica, Guatemala, and Venezuela from 2006-2014. Sepulveda
claimed to have led a team of hackers that “stole campaign strategies, manipulated
social media to create false waves of enthusiasm and derision, and installed spyware in
opposition offices” during the 2012 Mexican presidential election.” Sepulveda is currently
serving a 10-year sentence for hacking-related charges during the 2014 Colombian
election.

L _ £ 2016 - Pakistan's Defence Minister issues nuclear retaliation warning in response to a

‘fake news’ story

After reading a story on a false news site reporting that Israel had threatened Pakistan
with nuclear weapons, Pakistan's Defence Minister tweeted: “Israeli def min threatens
nuclear retaliation presuming pak role in Syria against Daesh. Israel forgets Pakistan
is a Nuclear state too.”? The fictitious story contained a headline with multiple errors
and the article misidentified the Israeli Defence Minister. In response to the Pakistan
Defence Minister's tweet, the Israeli Defence Ministry tweeted: “Reports referred to by
the Pakistani Def Min are entirely false”

£ 2016 - US President-elect Donald Trump deploys the phrase ‘fake news’

The US President accuses his journalistic critics (starting with CNN) of pedalling ‘fake
news”3. His weaponisation of the term began to spread globally, with other world
leaders also deploying the phrase against journalists and news organisations.”
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2017 - Joint Declaration on Freedom of Expression and ‘Fake News', Disinformation and
Propaganda

In early 2017, a joint statement was issued by the UN Special Rapporteur for Freedom
of Opinion and Expression, the OSCE's Representative on Freedom of the Media, the
Organisation of American States' Special Rapporteur on Freedom of Expression, and the
African Commission on Human and People’s Rights Special Rapporteur on Freedom of
Expression and Access to Information expressing alarm at the spread of disinformation
and propaganda, and attacks on news media as ‘fake news'. They acknowledged the
impacts on journalists and journalism:

“(We are) Alarmed at instances in which public authorities denigrate, intimidate and
threaten the media, including by stating that the media is“the opposition” or is“lying”
and has a hidden political agenda, which increases the risk of threats and violence
against journalists, undermines public trust and confidence in journalism as a public
watchdog, and may mislead the public by blurring the lines between disinformation
and media products containing independently verifiable facts".”

2017 - US intelligence agencies assess Russia involvement in US election

A report jointly published by America’s CIA, NSA and FBI in January 2017 claimed that
Russian actors had sought to use “paid social media users or ‘trolls™ to influence the
outcome of the 2016 US elections.” Google, Facebook and Twitter subsequently
stated that Russian accounts had been identified in connection with political content
distributed during the US election.”

2017 - Venezuela’s President describes international media as ‘fake news’

In July 2017, Venezuelan President Nicolas Maduro said that media“spread lots of false
versions, lots of lies. This is what we call fake news today, isn't it? The era of post-
truth!7”® A month later, President Maduro described BBC and CNN as “manipulators of
information” in a speech addressing the country’s Constituent Assembly.”

2017 - Parliamentary inquiries launched into ‘fake news’ in the UK, The Philippines and
Australia

In the UK, the Culture, Media and Sport Committee launched an inquiry into ‘fake
news’, asking, “What is fake news? Where does biased but legitimate commentary
shade into propaganda and lies?"®° Next, Australia announced the establishment of a
Select Committee on the Future of Public Interest Journalism to examine ‘fake news’,
propaganda and public disinformation.®’ Growing concerns about ‘fake news' and
propaganda, the inappropriate leaking of individual consumers’ data, and failure to
curb online bullying and offensive content led Australia’s national journalists' union - the
Media, Entertainment and Arts Alliance (MEAA) - to call on“digital giants” like Google,
Facebook, Twitter and YouTube to be“regulated similarly to broadcasters and forced to
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contribute a percentage of their revenue towards public interest journalism In the
Philippines, the Senate Committee on Public Information and Mass Media conducted
a hearing on the proliferation of fake, misleading news and misinformation online®3

L _ & 2017 - Presidential election in Kenya

Arepresentative sample survey of 2000 Kenyans eligible to vote undertaken three months
ahead of the August 2017 poll found that 90% of respondents reported seeing false news,
with 87% of people saying they had seen ‘deliberately false news’® This content included
disinformation material created to mimic legitimate news content, with the badges of
media houses like BBC, CNN and NTV Kenya being misused to attach credibility to false
news.® Misinformation and propaganda are not new in Kenya, however: “This election
season has seen these migrate to popular social media platforms, to either play at existing

beliefs, fears and biases, or to sway perceptions and even votes

- — {3 2017 - National elections in France and Germany

-

France: The British newspaper, The Independent reported that an Oxford University study
found that “up to a quarter of the political stories shared on Twitter in France were
based on misinformation”.¥ Thirty-seven news organisations and technology partners
collaborated in an initiative called CrossCheck to verify and debunk ‘fake news' stories
in the lead up to voting.®

Germany: In stark contrast to the 2016 US election, the German election campaign was
largely unaffected by ‘fake news'.® However, the German parliament passed a law at
the end of June 2017 that“imposed fines of more than $50 million on Facebook and other
social media companies that do not promptly remove illegal content”.*°

2017 - Qatari state news agency hacked

An escalation of tension in the Middle East between Qatar and some of its Arab
neighbours was described as “the first major geopolitical crisis to have been sparked
by a computer hack™" According to a report by Quartz, citing the Qatari government,
the QNA news agency was hacked in May 2017, with a fabricated news story being
subsequently uploaded to the site. The story contained what the Qataris claimed were
fabricated quotes attributed to Qatar’'s emir, Tamim bin Hamad al-Thani criticising
US president Donald Trump and praising Iran as an Islamic power. It also quoted him
speaking fondly of Hamas — a US-designated terrorist organisation — and the Muslim
Brotherhood. In response, other media outlets in the region began publishing negative
stories about Qatar, including accusations that it was working against US interests and
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supporting terrorist groups, citing the fake QNA story. Computational propaganda also
played a role, with a Twitter‘troll army’ feeding the hashtag“ske \Jedidl s sk #"—"Cut
relations with Qatar"— which was trending on Arabic-language Twitter in June, before
Qatar’'s neighbours did in fact begin to sever ties. Quartz assessed that the incident
nearly became the“first ‘fake news’ war to transform into a physical conflict.”**

£ 2017 - Satirical news site blocked in Pakistan

The Khabaristan Times, a satirical column and website that were part of the news site
Pakistan Today **was blocked in Pakistan and therefore stopped publishing.

) 2017 - Attempted deception of Washington Post journalists

TheWashington Post, detecting deception from a confidential source, broke its promise
of anonymity and exposed the fraud on its front page®. This was a clear attempt by a
malicious fake news’ proponent to deceive journalists.®?

£ 2018 - US President Donald Trump announces ‘Fake News Awards’

President Trump issues ‘awards’ to several major news organisations against whom he
wields the term fake news' in an attempt to counter their critique of him.%

£ 2018 - US Justice Department indictments in election meddling probe

On February16th, thirteen Russian nationals and a Russian internet agency were indicted
by the US State Department in connection with a conspiracy to disrupt the US election.
According to the indictment: “Defendants and their co-conspirators opened accounts
at PayPal, a digital payment service provider; created false means of identification,
including fake driver’s licenses; and posted on ORGANIZATION-controlled social media
accounts using the identities of these U.S. victims. Defendants and their co-conspirators
also obtained, and attempted to obtain, false identification documents to use as proof
of identity in connection with maintaining accounts and purchasing advertisements on
social media sites"” The aim, the indictment indicated, was to disparage Democratic
candidate Hilary Clinton, and boost the election chances of Donald Trump. This conspiracy
was enacted by “people who adopted false online personas to push divisive messages,
travelled to the US to collect intelligence, and staged political rallies while posing as
Americans® Russian President Vladimir Putin insisted that the accused parties had not
acted on behalf of the Russian government but he promised that they would never be
extradited to face trial.*® Subsequently, thousands of pages, accounts, forum threads and
blogs were discovered to be connected to the conspiracy and removed by social media
companies including Facebook, Twitter, Reddit and Tumblr.'*®
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I — {8 2018 - Fake philanthropist causes diplomatic issue between Brazil and Venezuela

A reportedly mentally ill Brazilian man based in Los Angeles used social media to trick
reputable media organisations, the Brazilian Bar Association, the governments of
Venezuela and Brazil, a host of diplomats, far-right groups, and several human rights
organisations into believing that he was a philanthropist running an NGO raising
funds to care for malnourished Venezuelan children. The subsequent diplomatic
storm triggered by the online response to the ‘philanthropist’s’ work resulted in Brazil
and Venezuela expelling the top diplomats from the opposing country. While one
newspaper referred to the man as a representative of a US NGO, Venezuelan authorities
arrested and imprisoned him for 11 days, accusing him of being connected to a criminal
organisation with international reach. Neither story was true. A global campaign
organised via a hashtag resulted in his eventual release and deportation.'

F - f¥) 2018 - Journalistic coverage causes collapse of disinformation campaign in South Africa

Closure of prestigious UK Public Relations company, Bell Pottinger, which had been
exposed as a key actor in what a press report described as a “large-scale fake news
propaganda war in South Africa”?. The UK company, along with a marketing
firm based in India, had been part of a long and secret campaign to foment racial
polarisation, carried out to discredit critics of the then South African president Jacob
Zuma and the Gupta business family who paid the (expensive) bills. The disinformation
was spread through websites, tweets (amplified by bots), misleading online adverts,
covert exploitation of Facebook and Wikipedia, as well as hacks and malicious leaks.
Journalists who exposed “state capture” by the Gupta family (who reportedly decided
who would be appointed as cabinet ministers in the country) were subjected to
accusations of being lapdogs of “white monopoly capital”.'®? Editor Ferial Haffajee was
targeted in a campaign of online harassment during this period, which saw her image
manipulated to create false impressions of her character.'®4'°>

F - ) 2018 - European Union report on ‘fake news'’

In late 2017, the European Union created a high level expert group on ‘fake news’
and online disinformation which reported in early 2018 with various solutions
recommended, although it did not call for state regulation.'*®The report recommended
more transparency of online news and its circulation; increased media and information
literacy to counter disinformation; tools for empowering users and journalists to
tackle disinformation and foster a positive engagement with fast-evolving information
technologies; steps to safeguard the diversity and sustainability of the European news
media ecosystem, and continued research.
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- — fH 2018 - Economic Community of West African States (ECOWAS) Regional Court of Justice

finds against ‘false news’ laws in Gambia

In February 2018, in an historic ruling by the Economic Community of West African
States (ECOWAS) Regional Court of Justice, Gambia’'s laws on sedition, false news and
criminal defamation were found to violate the right to freedom of expression'”. The
case was filed in 2015 by the Federation of African Journalists in exile. Two journalists
were subjected to torture under the laws while in the custody of Gambia's National
Intelligence Agency. At the time of writing, the new Gambian government had not
responded to the ruling. However, as more States began considering regulating against
‘fake news'’ (see the cases of Germany and Malaysia identified above), this judgement
served as a timely reminder of the risks to freedom of expression posed by such
regulatory responses.

I — £ 2018 - Australia’s Immigration Minister sparks alt-right propaganda-linked racism row

- B

with South Africa & declares criticism ‘fake news’

Australia’s Border Protection and Immigration Minister Peter Dutton caused a
diplomatic row when he responded to problematic journalism inspired by far-right
propaganda about land redistribution plans in South Africa, by promising to consider
creating a special visa category to fast-track asylum seeker claims from white (only)
South African farmers'®. At the base of his claim that these people needed ‘saving’ by a
“civilised country” was a cache of disinformation, but he decried journalism critical of
his comments as ‘fake news"“If people think I'm going to cower or take a backward step
because of their nonsense, fabricated, fake news’ criticism, then they've got another

thing coming,” he told a radio interviewer. '*°

2018 - Cambridge Analytica Scandal

In March 2018, a whistleblower revealed to The Observer, The New York Times and Channel
4 News that a massive dataset drawn from millions of Facebook users had been
exploited by a Cambridge University psychology academic (working privately), and a
network of businesses that operated under the umbrella of ‘Cambridge Analytica’ — a
company specialising in psychological profiling and micro-targeted political messaging.
The company used the data to target specific sets of voters in the lead up to the USA’s
2016 Presidential Election. According to undercover reporting by Chanel 4, company
executives boasted of using their data to target audiences with propaganda and
misinformation. Steve Bannon had been the company'’s Vice President until he left
to run Donald Trump's election campaign in 2016. "Undercover reporters captured
Cambridge Analytica executives boasting that the company and its partners had worked
on more than 200 international elections, including in Argentina, Nigeria, Kenya, India,
and the Czech Republic. The Cambridge Analytica whistleblower, Christopher Wylie, also
claimed that the company “cheated” the 2017 Brexit vote." The company closed down
in the wake of the disclosures.
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I — {8 2018 - Unprecedented UN Special Rapporteurs’ joint statement calling on India to

protect a journalist against disinformation fuelled attacks

Prolific online harassment of independent investigative journalist Rana Ayyub elicited a
call from five United Nations special rapporteurs for the Indian government to provide
protection, following the mass circulation of false information aimed at countering her
critical reporting. Ayyub was targeted with disinformation about her on social media,
including 'deepfake’ videos that falsely suggested she had made pornographic films, as
well as direct rape and death threats."™ She identified these attacks as having links to
the Indian Government.

F - fH) 2018 - Developments in the attempted regulation of ‘fake news’

In January, Germany's 2017 Network Enforcement Act came into effect™, requiring social
media platforms to remove and block ‘fake news', potentially hate-inciting content. and
otherillegal content prohibited by the Criminal Code, within 24 hours of being notified
of the same, with violations resulting in a fine of up to 5o million euros.

India proposed, then withdrew, rules that would allow the government to remove
accreditation from journalists found to have written or broadcast ‘fake news .

In April, Malaysia passed a new law criminalising “news, information, data and reports
which is or are wholly or partly false,"with provision for a fine of US$123,000 and up to
six years in prison. However, after elections, the new Communications and Multimedia
Minister announced that the law would be abolished."

In May, Kenya's president signed into law the Computer and Cybercrimes Bill which
states that if a person “intentionally publishes false, misleading or fictitious data or
misinforms with intent that the data shall be considered or acted upon as authentic,’
they can face a penalty of up to almost US$ 50 000 or two years in jail "

Singapore issued a Green Paper on the challenges and implications of deliberate online
falsehoods in January 2018, and the parliament held public hearings on the topic in
March. The Philippines had three Bills against fake news' pending before its legislature.™
Cambodia was reported to be mulling an anti-fake news'’ law.

Belarus's prosecutor general announced a draft bill to reportedly prevent the spread
of false statements that “turn public opinion upside down, which leads to big
consequences” "
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The Brazilian Congress was considering a Bill which will criminalise the publication and
sharing of any false or incomplete information on the Internet to the detriment of any
private individual or legal person.™

Module Aims

* To increase participants’ awareness of the history of uses of news formats for reasons
alien to journalistic ethics and standards

» To enable participants to better recognise the context of instrumentalising
information for personal or political gain, profit, or entertainment purposes

 To increase awareness of the role that news satire has played in both informing and
confusing news outlets and news consumers

* To equip participants to be better prepared to analyse new threats in historical
contexts

Learning Outcomes

By the end of this module, participants will:

1. Appreciate the historical context, causes and consequences of propaganda and news
hoaxes

2. Be able to appreciate the role and value of news satire in critiquing power-wielders,
while also understanding the confusion it can cause within audiences

3. Understand the new features of fake news'’ architecture (such as automated ‘bots’ and
social media virality), in contrast with historical manifestations.

4. Beableto reporton the‘fake news' crisis with more nuance

Module Format

This module is designed to be delivered face-to-face or online. It is intended for execution
in two parts: theoretical and practical.

Linking Plan to Learning Outcomes
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A: Theoretical

Module Plan

Number of
Hours

Learning
Outcomes

An interactive lecture and question/answer

session, which could be delivered traditionally, or

via a webinar platform that encourages remote
participation. Lecture content can be drawn

from the synopsis and timeline above. However,
instructors are encouraged to also include culturally/

locally relevant points.

90 minutes

1,2,3

B. Practical

Module Plan

Number of
Hours

Learning
Outcomes

A workshop/tutorial which could be facilitated in a
traditional classroom setting, or via an eLearning
platform like Moodle, Facebook groups, or other
services that enable remote online participation. The
workshop/tutorial exercise could adopt the following
format:

i) Tutorial groups to be divided into working groups
of 3-5 participants each

ii) Each working group is to be provided with
an example of a. contemporary propaganda b.
contemporary news satire c. a contemporary
example of a news hoax

iii) Each working group must: collaboratively assess
the material (research the individual/group behind
the material); compare with the historical material in
each case (i.e. what parallels and differences can they
draw with historical case studies presented in the
timeline above?). They should also refer to relevant
research/readings and identify the new elements/
features in each case (i.e. the features particular to
the Digital Era)

iv) Each group should collaboratively write a 400-
word summary of their analysis) and submit to their
lecturer/tutor for review.

90-120
minutes

1,2,3,4

Alternative exercise:

Participants could be asked to map additional entries
from their own countries on the timeline




Suggested Assignment

Write a 2000-word essay (with reference to academic/scholarly sources) about the
historical context of a contemporary incidence of a. propaganda or b. news satire or c. a
news hoax. Learners should compare and contrast historically evidenced and new (Digital
Era) features of the case they select, explaining the ways in which the impacts of the case
are both similar and different to historic parallels.

Materials

The timeline supplied could be reproduced as an interactive resource (with ‘clickable’
references and articles embedded, or pop-up information boxes).
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